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Abstract

Since Internet of Things (IoT) has been widely used in our daily life nowadays, it is regarded as a promising and 
popular application of the Internet, and has attracted more and more attention. However, IoT is also suffered 
by some security problems which seriously affect the implementation of IoT system. Similar to traditional 
software, IoT software is always threated by many vulnerabilities, thus how to evaluate the security situation 
of IoT software chain becomes a basic requirement. In this paper, A framework of security situation awareness 
for IoT software chain is proposed, which mainly includes two processes: IoT security situation classification 
based on support vector machine and security situation awareness based on Markov game model. The proposed 
method firstly constructs a classification model using support vector machine (IoT) to automatically evaluates 
the security situation of IoT software chain. Based on the situation classification, we further proposed to 
adopt Markov model to simulate and predict the next behaviors of participants that involved in IoT system. 
Additionally, we have designed and developed a security situation awareness system for IoT software chain, the 
developed system supports the detection of typical IoT vulnerabilities and inherits more than 20 vulnerability 
detection methods, which shows great potential in IoT system protection.
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I. Introduction

WITH the wide application of the Internet and the continuous 
development of information technology, Internet and software 

are heavily involved in our daily lives [1], [2]. However, simple 
informatization and technologies can no longer satisfy people's 
requirements [3], [4], [5], so that the Internet of Things (IoT) has 
emerged at this historic moment [6], [7].

As the extension of the Internet, IoT cannot be separated from 
the support of the software chain [8], [9], and with the continuous 
development of the software chain, its security problems have become 
increasingly severe [10]. In a complex environment, the software 
chain (refers to an IoT software system that is composed of a series of 
firmware, device drivers, system software and application software) 
has become the focus of IoT security [1], [6]. Especially in battlefield 
environment, the security of the IoT software chain can often affect 
the evolution of a war, and even determine its outcome [11], [12].

The security situation awareness [13], [14], [15] is built on an 
effective vulnerability classification method and some mature dynamic 
security enhancement technologies. Security situation awareness is 
regarded as a process of cognition of the system security status [13]. 
There are some commonly used technologies to support this process, 
including the fusion processing of original data measured from the 

system [16], the extraction of the background status and activity 
semantics [17], the identification of various network activities and 
abnormalities [18]. According to the above methods, the system’s 
security status  could be greatly learned. However, for IoT software 
chain, these works could not be simply implemented due to the 
complexity of the IoT environment [7], [19], [20]. An IoT system 
always accessed by many devices of different types. they may use 
different communication protocols, different information formats and 
have different behaviors. Apparently, it is very hard to summarize and 
analyze a large amount of collected information, so that the security 
situation awareness for IoT system is a challenging and worthwhile 
topic [21], [22], [23].

 In this paper, we propose to implement Markov game model 
[24], [25], [26] with support vector machine (SVM) [27], [28], [29] to 
realize the security situation awareness of the IoT software chain, aim 
at analyzing and understanding the security-related elements of IoT 
software system, thus to perceive current security status and predict 
future security situation. The Markov game model is established by 
game theory, and has been long implemented in network security. 
Markov game model simulates the possible behaviors and analyze 
the rewards of the behaviors to address the attack defense problem, 
thus obtaining optimal strategy. Different as the Markov game model 
implementation in network security, IoT software chain contains many 
real device nodes. To be specific, it is to detect, extract, understand, 
evaluate, and predict the security elements that affect the IoT software 
chain. Note that the “situation” reflects the possible development 
tendency and complex software environments which formed by the 
interaction of various system conditions, rather than a certain system 
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condition or phenomenon. Commonly, the situation consists of two 
parts, one is the “state”, which refers to the overall current status 
quo, obtained by evaluating the information and incidents, thus 
determining the authenticity, type, characteristic and hazard of an 
attack. Another part is “tendency”, which to the overall development 
trend. We conduct an in-depth analysis of the attack incidents within 
a unit of time to find out the various stages and steps of an attack. 
With the Markov game model, many behaviors in the IoT network 
could be greatly quantified, thus to select the best solution according 
to established rules, so that the evolution trend of both the offensive 
and defensive could be predicted, thereby improving the security of 
the IoT software chain.

The main contribution of our research is twofold:

(1) We have proposed an IoT security situation awareness method 
within two parts. We first utilize SVM to classify multiple security 
situations. And then, based on the security classification method, 
we have further proposed to use Markov game model to simulate 
three participants and predict their next behaviors in IoT system. 

(2) The proposed two methods above are integrated to develop 
a useable system to perceive the security situation of the IoT 
software chain and provide guidance.

The remainder of this paper is organized following: The research 
background and the related work of security situation awareness is 
presented in Section II. Section III serves to introduce the framework 
of the proposed method, and detail the specific process of 1) IoT 
security situation classification based on support vector machine 
and 2) security situation awareness based on Markov game model. 
Additionally, Section III also describes the module designs and 
deployment. The experiments and results are discussed in Section VI. 
Finally, we have the conclusion in Section V.

II. Background and Related Work

The security issues of the IoT have received extensive attention 
from the research community and have been resolved at different 
levels. Yang et al. [30] investigated the security and privacy issues of 
the IoT and they emphasized the limitations of applying security in 
IoT devices. Also, they summarized the classification of IoT attacks 
(such as physical attacks, remote attacks, local attacks, etc.). Moreover, 
they analyze different levels of IoT security issues and propose 
corresponding solutions. Kumar et al. [31] discussed the security issues 
at each layer of the IoT three-tier architecture, and investigated most 
of the security flaws, which are caused by various communication 
technologies used in wireless sensor networks. In order to ensure 
that only legitimate users are controlled and authorized, Kalam et al. 
[32] proposed an authorized access model as a security framework for 
IoT. However, current research on IoT security does not pay enough 
attention to software chain. Since IoT is more vulnerable to attacks, 
especially in a confrontational environment. Therefore, the security 
threats detection, threats addressing, and security strengthen for IoT 
software chain matter significantly nowadays.

The concept of cyberspace situation awareness was first proposed 
by Bass et al. [33], and they had pointed out that “fusion-based network 
situation awareness” will surely become the discovery of the development 
of network management. After that, Endsley et al. [34] gave a definition 
of the network security situation, believing that it includes acquiring, 
understanding and displaying of security elements which significantly 
influence on network situation, and future trends prediction, in a large-
scale network environment. Franke et al. [35] regarded cyber security 
situation awareness as a subset of situation awareness, which mainly 
focuses on network security according to IDS alerts and vulnerability 
information. Network security situation awareness commonly applies 

some situation awareness methods to network security [36], enabling 
personnel to have a macro grasp of the security status of the entire 
network in a dynamically changing environment, and to provide 
decision-making support for senior managers.

Current researches [14], [37], [38] on cyber security situation 
awareness mainly focus on three levels, including situation perception, 
situation comprehension, and situation projection. Situation awareness 
identifies all activities in a system (including attack activities) and 
their features and characteristics. The related methods can be roughly 
classified into two categories according to whether prior knowledge 
is used. For situation understanding [39], it identifies attack activities 
and their characteristics. Additionally, by analyzing the semantics 
relationships of attack activities, situation understanding could infer 
the attacker’s intentions. Currently, situation understanding mainly 
starts from two aspects [39], that is, attack behavior prediction and 
attack purpose understanding. The purpose of situation projection is 
to assess the hazard and the potential threats that have appeared to 
the managed network based on the identified attack activities. Current 
researches [40], [41] commonly concentrate upon knowledge-based 
reasoning situation projection, situation projection based on statistical 
analysis and gray-scale theoretical situation projection.

There are still many challenges to the network security situation 
awareness [42], such as the fusion of massive heterogeneous 
measurement data, activity identification under incomplete 
information conditions, semantic calculation of network activities, 
visualization of network situation, and network security collaboration 
of situation awareness etc.

III. Approach

In a complex environment, changes in the IoT software chain at 
any time may affect the entire security situation. In this paper, we 
propose an IoT security situation awareness technology based on 
the Markov game model with support vector machine (SVM). By 
assessing the current state of the IoT software chain and evaluating 
participants’ behaviors, the proposed approach can provide useful 
guidance for users.

A. Framework
The framework of our method is shown in Fig. 1, includes two 

main procedures: IoT security situation classification based on support 
vector machine and security situation awareness based on Markov 
game model. 

Three-party simulation

Vulnerability
classification

Security situation of
IoT so�ware chain

Security situation
classification based

on SVM

Calculate the profit of
the three-party

Markov game model
construction

Defender NeutralityA�acker

Security situation
awareness

Fig. 1. Framework of the proposed method.
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Commonly, there are often three objects in the game model, namely 
“attacker”, “defender”, and “user”. The attacker’s purpose is to attack the 
vulnerability of the system and cause the IoT system to malfunction or 
even destroy. While the defender implements reinforcement schemes 
to improve system security and reduce the damage caused by potential 
threats. For users, they are about the status of the IoT system. 

We firstly construct a classifier to automatically classify the security 
situation based on SVM. After that, in the simulation game, we record 
the state of the IoT software chain at different times. At the same time, 
we calculate the probability of what actions the participants may take, 
based on the state changes caused by different behaviors. Finally, we 
calculate the benefits of the three parties in the game under different 
strategies. After completing the above steps, the Markov game model 
can be constructed to learn threats to the IoT systems, thus the 
defenders can draw up the best reinforcement scheme.

B. IoT Security Situation Classification Based on Support Vector 
Machine

1. Security Situation Classification
The IoT security situation classification is constructed based on 

vulnerabilities analysis of the IoT software chain. Specifically, we first 
conduct an in-depth analysis of the threats or vulnerabilities in IoT 
software chain, and classify them into some categories. After that, 
by referring to the national response plan for public emergencies, 
the security of the IoT software chain is classified into 5 levels 
according to the characteristics, hazards, and the status changes of the 
vulnerabilities in a IoT software chain. For convenience, the security 
situation of IoT software chain is quantitative described ranging from 
0 to 1. The detailed classification is shown in Table I.

TABLE I. Classification of IoT Security Situation

Security score Security level Description

0.0~0.2 safe

The entire software chain is 
operating normally, no threat 
behavior that beyond perception, 
no severe vulnerabilities.

0.2~0.4 mild danger

The overall operation of the 
software chain is slightly affected 
by a few vulnerabilities, the 
malicious behaviors are a little 
active.

0.4~0.6 danger

The software chain is affected, with 
some security vulnerabilities in a 
higher threat level. And it has a 
high possibility that causes major 
damage.

0.6~0.8 severe danger

A large scale of serious attack 
has been found in the software 
chain, along with many security 
vulnerabilities, and the malicious 
behaviors are active.

0.8~1 extreme danger

The software chain has been 
severely damaged, malicious 
attacks are very active, which 
could cause a variety of service 
interruptions and endanger critical 
infrastructure.

2. SVM Implementation
To better realize the security situation awareness of IoT software 

chain, the SVM is additionally adopted in our method. In practice, we 
utilize SVM to classify the security level of   security situations under 
different cases (different vulnerabilities and threats). The specific 
process is shown in Fig. 2.

Start

IoT security data 
acquiring

Data preprocessing

Data item labeling

Traning/Evaluating

SVM training
SVM classification

Get situation level

End

Fig. 2. The SVM implementation in IoT security situation classification.

The guided information for IoT security situation awareness is 
acquired from Snort’s intrusion detection system, firewall and X-Scan 
vulnerabilities, which are detailed as follows.

Snort data item. Snort is a real-time traffic analysis tool based on 
libpcap, which can effectively record IP data packets. The acquired 
data are: activity, protocol, source, destination address, destination 
port, generation time of alarm and alarm level, etc.

Firewall data item. The firewall can record the network 
communication between internal and external networks, and 
effectively protecting the internal network. The acquired data are: 
source and destination addresses, destination ports, protocol type, 
duration, sent bytes, received bytes, and behavior, etc.

X-Scan data items. X-Scan mainly performs vulnerability scanning 
and security level assessment. The following data are acquired by 
scanning the specified IP, that is, the type and version of operating 
system, port status, port BANNER, CGI vulnerability, IIS vulnerability, 
and RPC vulnerability etc.

Due to the complexity of the IoT software chain, the acquired 
data may be complex or have diverse characteristics. Therefore, the 
following indexes are added below to better determine the security 
situation of IoT system.

Continuous alarm time. Suppose that at time t the alarm is 
alerted, and suspended until t+n time, the continuous alarm time is 
defined as Equation(1): 

 (1)

where n is a continuous time interval,  is the alarm information 
captured by Snort at time i,  represents the operational alarm 
behavior captured by the firewall at time i, and  is the vulnerability 
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alarm information captured by X-Scan at time i. The addressing range 
of n is [0, +∞], if on alarm is captured, n is set as 0.

Vulnerability risk value. Suppose that in a fixed time period 
s, the sequence of vulnerabilities captured from the detection is 

, and the risk that the vulnerability may be 
exploited in s is , then the vulnerability risk value 
is defined as:

 (2)

where m is the amount of network data captured, and Wi is the 
damage level of vulnerability form Ln in the captured network data.

For convenience, we normalize all the above training data to [0,1], 
using the following formula:

 (3)

where Di is the captured data.

Based on the preprocessed data, the SVM can be easily adopted to 
realize the IoT security situation classification with gaussian kernel 
function. But a simple two class model cannot meet our requirement 
because the security situation level is classified into 5 levels in our 
approach. Hence, we adopt a one-against-one strategy for the 
implementation. To be specific, we utilize multiple two-class SVM 
classifiers for every two levels respectively and get the corresponding 
score. Finally, the level of IoT security situation will be classified 
according to the sum score. 

In summary, the classification of IoT security situation with 
SVM mainly includes three procedures: security data acquiring, 
data preprocessing and the training and classification of SVM. The 
algorithm description is given as Algorithm 1.

Algorithm 1. IoT security situation classification with SVM

Inputs.  IoT security data

Output. The level of IoT security situation.

1. Acquire the security data from IoT software chain;

2. Preprocess the acquired data;

3. Obtain the needed data item and index value;

4. Classify the IoT security situation using SVM;
5. Output the security level of IoT system.

C. Security Situation Awareness Based on Markov Game Model

1. Construction of the Markov Game Model
The Markov game model is built on the game theory and Markov 

decision process (MDP). The former refers to the theory of how to 
make decisions under the interaction of multiple participants, while 
the latter is to make decision from the available behavior set based 
on the observed information (or state). Although the next state may 
be random, but the state transition is traceable according to Markov 
probability. Simply, the next state is only related to the current 
moment. In our approach, we have fully considered the impact of the 
behaviors of both attackers and defenders, and adopted the two-role 
Markov game analysis for security assessment, so that the potential 
threats can be dynamically analyzed.

Here, we list the basic components of Markov game model as 
following:

Participants. Participants are classified into three camps, that is, 
attacker, defender and user. The attacker conducts malicious attacks to 
make the IoT software chain disabled, while the defender implements 

security reinforcement solutions to reduce the vulnerability of the 
system, thereby improving the security of the IoT software chain. The 
user only uses the equipment, but does not care about the security issues.

Situation space. All possible situations in the IoT software chain 
constitute the situation space.

Behavior space. The behavior space is constituted by all the 
possible behaviors of the three participants. 

Transition probability. With the evolution (caused by 
participants’ behaviors) of IoT system, the situation is constantly 
changing. According to the transitions and the security evaluation of 
the IoT system, all participants may choose corresponding behaviors 
from the behavior space, with a probability.

Reward function. It refers the gains of all participants. Since the 
purpose of the attacker is to cause maximum damage to the system, 
its reward is expressed in terms of damage to the system; The purpose 
of the defender is to enhance the security of IoT system, the reward 
is expressed by the damage that the administrator can reduce after 
taking security actions; For users, their requirement is to get sufficient 
network resources, so the reward is expressed by the degree of 
utilization of system services.

2. The Markov Game Process
The game process means that all participants select a behavior from 

the behavior space according to the current state of the system, and 
then the system transfers to a new state. Subsequently, the participants 
need to make decisions based on the new state. This process is repeated 
until the preset condition is satisfied. In other words, at any time, 
for a certain threat, the three participants choose the corresponding 
behavior and get their rewards.

At a given moment and for a certain threat t, the three participants 
choose their own behavior strategy, and get their rewards, respectively. 
In our method, the reward that each part will obtain is described as a 
reward function. The purpose of each participant is to maximize the 
reward function, this process is quantitatively described as:

 (4)

where Si(k) is the state of the i-th propagation node at time k; ej(k) 
is the state of the j-th propagation path at time k. Simply,  TPN(t, k+1) 
is the system state at time k+1, and the state change of the system 
follows the Markov rule. For attackers, they need to analyze which 
type of t belongs and consider that how to utilize this threat could get 
the most reward. Then, they could adopt some malicious behaviors. 
For the defensive side, the administrator’s implementation of security 
measures on node i will bring about two impacts: 1) reducing the 
damage of threats t that affect the IoT software chain. 2) reducing the 
impact on system availability, that is, the impact of security plan on 
the availability of node i, which is described as: 

  (5)

where ∆ρai is the number of changes in node utilization 
performance, measured by the node utilization value before the 
security enhancement is implemented and the after value; and 
valueai represents the availability of node i. For users, their reward is 
measured by the sum of the use ratio of N nodes and the amount of M 
utilization path.

For example, suppose that there are 4 nodes in the IoT software 
chain, and the threat’s propagation path is shown in Fig. 3. Initially, at 
time k, only node 1 detects the threat, and the system situation danger 
level reaches mild danger. Subsequently, at k+1 time, the threat spreads 
to node 3. So that the defender implements a reinforcement plan for 
node 3 according to the transmission route. If the reinforcement fails, 
node 3 is successfully infected and the system situation level reaches 
general danger. Otherwise, node 3 is not infected, and the system 
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situation level is still in mild danger. At k+2 time, under the case that 
node 3 is successfully infected, the threat continues to spread to nodes 
2 and 4. At this time, if the defender chooses to reinforce node 1 but 
the reinforcement fails, the entire IoT software chain is completely 
infected, with a severely dangerous system situation. The defender 
needs to consider whether to turn off the system. If node 3 is safe, the 
defender only needs to implement reinforcement plan on node 1. If it 
succeeds, the entire system is in a safe condition.

Finally, the system constantly evolutes as the above process. For a 
finite-step (K-step) game process, from time k to time k+K, the states 
in different times forms a tree structure, and each path from the root 
node to the leaf node is a possible evolution, with the total rewards of 
all participants.

In summary, the IoT security situation awareness mainly includes 
three procedures: data processing, threat propagation network 
construction and IoT security evaluation based on Markov game 
model. The process is given as Algorithm 2.

Algorithm 2. IoT security situation awareness based on Markov 
game model.

Inputs.  IoT security data

Output. The IoT security situation.

1. Preprocess the IoT security data;

2. Construct the threat propagation network for each threat t based 
on the security information;

3. According to the threat propagation network, construct a Markov 
game model for t, and the security situation of t is calculated;

4. Analyze the best reinforcement plan for the defender to deal with 
the threat of t;

5. Sum up the damage of all threats, and evaluate the overall 
security situation of the IoT software chain based on different 
requirements.

D. Module Designs and Deployment

1. Framework
In this paper, we design a practical system of the security situation 

awareness for IoT software chain as shown in Fig. 4. The system 
consists of a database, an interface for users and 5 main modules, 
including data acquisition module, situation analysis module, situation 
assessment module, security enhancement module and situation 
prediction module. We will detail these main modules below.

User interface

Data
acquisition

module

Situation
analysis module

Situation
assessment

module

Situation
prediction

module
Security

enhancement
module

Database

Fig. 4. Framework of the proposed system.

2. Data Acquisition Module
The data acquisition module obtains various data such as the status 

of the IoT system, the security threats faced and other security-related 
data through some automatic tools in the IoT software chain. These 
data will be stored in the database, and the invalid data will be cleaned 
up regularly.

.......
2 3

4

1
k time

mild danger

.......

2 3

4

1
k+1 time

general
danger

2 3

4

1
k+2 time

severe
danger

2 3

4

1
k+1 time

mild danger

k+2 time

2 3

4

1

Fig. 3. The Markov game process.
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3. Situation Analysis Module
The situation analysis module is actually a process of analyzing and 

standardizing the collected data. This is because the obtained data from 
the data acquisition module cannot be directly used as the input of 
subsequent modules. This module uses such as standardized analysis, 
redundancy detection, and conflict detection methods to analyze the 
original data, thus obtaining a standardized data set.

4. Situation Assessment Module
After getting standardized data, these data will be input to our 

proposed SVM-based security situation classification method to 
conduct security situation assessment by 1) analyzing the data from 
the situation analysis module 2) and the security situation awareness 
technology based on the Markov game model. Therefore, the security 
situation of the IoT system can be quantitatively described.

5. Situation Prediction Module
The situation prediction module adopts a situation prediction 

algorithm, based on the current security situation and the threats 
faced from the IoT system. Then it analyzes the law of changes in the 
situation, thus to predicts the tendency of the security situation of the 
IoT software chain.

6. Security Enhancement Module
The purpose of security enhancement module is to generate the 

reasonable security reinforcement plan for users. According to the 
predicted security situation tendency, and analyzing the weakest node 
of the IoT software chain, this module finally provides a reinforcement 
plan to advice the administrator to improve the security of the system.

IV.  Implementation and Results

A. Running Environment
We have deployed our system with two proposed methods on a 

computer equipped with i7 CPU in 3.8GHz, RAM 32-GB, the used 
operation system is Window 11 Home.

B. Results and Analysis
Based on the above proposed methods, we have developed a security 

situation awareness system for IoT software chain. To evaluate the 
effectiveness of our approach, we deployed the system on a complex 
project and monitor the attacks on the IoT software chain of the target 
project. The detailed security information is shown in Table II.

In practice, our system supports the detection of typical IoT 
vulnerabilities and inherits more than 20 vulnerability detection 
methods, so that it can effectively detect various vulnerabilities and 
realize the security situation awareness.

C. Threat to Validity
At present, the proposed security situation awareness system for 

IoT software chain is still in preliminary exploration. Here, we discuss 
the threat to validity to our work.

Since the acquired security data are from different ways, we have 
normalized these data into a suitable format that can be used by SVM. 
But this process involves manual effort, which means, it may bring in 
some risks of human mistakes.

The second threat is that we need to choose a kernel function for 
SVM classification, different kernel function may produce different 
outcomes. We still need to learn how to reasonably choose a suitable 
kernel function. 

Additionally, in our experiment, the used data set is too small, which 
directly affects the experimental outcomes and maybe not sufficient to 

provide convincing evaluation. We will look for some large-scale data 
set and conduct corresponding evaluations in the future.  

TABLE II. Security Information Under Evaluation

Type of  
vulnerability

Attack
description

CWE 
ID

Number of
test cases

Time-related 
vulnerability

Race condition attack 366 38
Competitive hazard attack 364 20

Environment-related 
vulnerability

Usage after memory is released 416 522
Type obfuscation attack 400 904
Uninitialized conditions 176 83

Buffer overflow 457 981
Other types 121 909

Security designing 
flaw

Other types 464 80

Hardware 
vulnerabilities

Other types 506 160

Memory-related 
vulnerability

Integer overflow 369 904

Logical-related 
vulnerabilities

Other types 404 626

Digital-related 
vulnerability

Uninitialized conditions 459 38
Buffer overflow 122 920

Trigger vulnerability

Other types 510 72
Type obfuscation attack 681 56
Uninitialized conditions 665 316

Buffer overflow 680 938

V. Conclusion and Future Work

The security of the IoT software chain no doubt affects the activities 
of the entire IoT system, especially in a complex environment. To 
provide more useful information for administrators and enhance the 
security of IoT system, in this paper, we have proposed a security 
situation awareness method for IoT software chain, and construct a 
Markov game model to simulate behaviors of attackers, defensives and 
users in the complex IoT application environment. Then the obtained 
security information is used to calculate the gains and losses of the 
three participants in the game, thus to evaluate the current security 
situation IoT system and predict the security situation in next stage. In 
order to improve the practical effect of the proposed security situation 
awareness, the SVM is adopted to pre-classify the security situation 
of the IoT system. Additionally, we have designed and implemented 
an IoT security situation awareness system that integrates 5 modules 
with different functions.

In fact, the current work still needs to be expanded. For example, 
we use SVM to classify the security situation, at this stage, introducing 
other more advanced models (such as neural network) can improve 
the classification accuracy and further improving the effectiveness of 
the proposed method.
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