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Abstract — Security in cloud computing is the ultimate question
that every potential user studies before adopting it. Among the
important points that the provider must ensure is that the Cloud
will be available anytime the consumer tries to access it. Generally,
the Cloud is accessible via the Internet, what makes it subject to a
large variety of attacks. Today, the most striking cyber-attacks are
the flooding DoS and its variant DDoS. This type of attacks aims
to break down the availability of a service to its legitimate clients.
In this paper, we underline the most used techniques to stand up
against DoS flooading attacks in the Cloud.
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1. INTRODUCTION

LOUD computing is, without any doubt, the future of IT systems.

It brings along some advantages that can attract any type of
companies. For example, Cloud gives high computing capabilities as a
service (without buying the hardware) at a cheap cost, etc.

A. Cloud features

To be more attractive, the Cloud has to ensure the following features

[1]:

* On-demand self-service: give the consumer the possibility to
provision power of computing as needed without any human
interaction;

» Broad network access: make the Cloud available from any type of
network using any client platform;

* Resource pooling: the Cloud uses a multi-tenant model to serve
multiple consumers. The resources have to be pooled to maximize
the number of consumers;

» Rapid elasticity: make the consumers think that the resources are
unlimited and available anytime they want more;

* Measured service: Cloud systems must monitor resources usage
appropriate to the type of service. This can be done by using a
metering capability.

B. Service models

To select a Cloud solution, the consumer must begin by deciding
the appropriate service model. Following, the most popular services
that Cloud offers:

» Software as a service (SaaS): the users can rent a set of applications
running on the Cloud by the provider;

* Platform as a service (PaaS): the users have the service of
implementing their applications on the Cloud and run it;

* Infrastructure as a service (laaS): the users can rent a specific
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infrastructure from the Cloud and run any kind of applications even
the operating system.

C. Deployment model

After the service model, the future consumer must think about how
he would benefit from the Cloud. Here we have four models of the
Cloud deployment:

» Private Cloud: The Cloud infrastructure will be used by a single
consumer. The infrastructure can be maintained in the client’s local
or by a third party;

*  Community Cloud: the Cloud will be used by a set of consonants
clients that share a common interest. Also, the infrastructure can
be deployed in the clients’ locals like it can be managed by a third
party;

* Public Cloud: the Cloud infrastructure is deployed by a Cloud
provider for any client who wants to consume;

* Hybrid Cloud: is the composition of two or more deployment
model.

II. SEcurITY 1SSUES IN CLOUD COMPUTING

Basically, Cloud computing is a good IT infrastructure well
maintained. Its main objective is to discharge clients from the
infrastructure management. This will help the clients to focus only on
their activities. However, besides security issues of IT systems, the
Cloud brings some more specific issues.

A. Data security

In a traditional IT infrastructure, data is kept locally. And the owner
does whatever it takes to ensure its confidentiality. Using the Cloud
to store its data can seem doubtful since the client doesn’t have any
idea of how the data will be processed and where. Normally, the Cloud
provider must ensure that even its own administrator won’t have any
way to reach the data or even log onto the clients’ accounts.

B. Network security

When an organization trusts a Cloud provider, it must be aware of
that the Internet will be used to transfer data from and to the Cloud.
Internet is the most unpredictable network in the world; cyber-attacks
are launched around the clock in it. Among the risks that threat every
network communication we have:

» Packet Sniffing: it permits to intruders to analyze the traffic;

* Man in the Middle: it exploits a vulnerability in TCP/IP stack to
deflect the traffic;

» IP Spoofing: it sends packets with a forged source IP address;

» Port scanning: it helps to detect network services running on a
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distant host;
» Network penetration: it permits to log on unauthorized session.

C. Data location

The first thing a potential Cloud client must do is to ask for a
certification about the location where services will be stored. This
can create a very annoying problem for the data confidentiality if
the data is stored in a country where the regulation gives the right to
some organizations to look onto the private data without the owner
permission. For example, in the USA, USA PATRIOT ACT gives the
government services access to data stored in any server.

Additionally, the Cloud is a multi-tenant system. It means that the
computational resources will be used by many clients. The Cloud
provider must ensure a perfect data isolation. Every client must be at
case regarding its data accessibility.

D. Web applications security

Accessing its Cloud requires a connection from the Internet and
a terminal provided with a web client. It means that the applications
deployed on the Cloud are mostly based on web platforms. This brings
to the Cloud some issues related to the web shape. The open web
application security project (OWASP) released a document about the
ten most critical web application security risks [2]:

 Injection;

* Broken authentication and session management;
» Cross-site scripting;

» Insecure direct object references;

* Security misconfiguration;

» Sensitive data exposure;

» Missing function level access control;

* Cross-site request forgery;

» Using components with known vulnerabilities;

e Unvalidated redirects and forwards;
E. Virtualization issues

Since the virtualization is mostly used in the Cloud environments,
it adds also some issues. The SANS institute have summarized some
mistakes to avoid when using the virtualization [3]:

* Misconfiguring virtual hosting platforms, guests and networks;

» Failure to properly separate duties and deploy least privilege
controls;

 Failure to integrate into change/lifecycle management;

+ Failure to educate other groups, particularly risk management and
compliance staff;

» Lack of availability or integration with existing tools and policies;
» Lack VM visibility across the enterprise;

 Failure to work with an open ecosystem;

* Failure to coordinate policy between VMs and network connections;
* Failure to consider hidden costs;

* Failure to consider user-installed VMs.

III. DoS AND DDOS DETECTION TECHNIQUES

Several techniques have been proposed to mitigate DoS and DDoS
attacks. These techniques can be classified into three types:

* Filtering techniques;
» Trace back techniques;

e Intrusion detection.

A. Hop-count filtering (HCF)

HCEF is a filter dedicated to classify traffic based on the number of
hops [4]. Initially, this filter has been used to handle IP spoofing attacks,
but since most DoS attacks techniques send traffic with spoofed IP
addresses, the filter can be useful also to detect DoS and DDoS attacks.

To calculate the number of hops that a packet has done before we
receive it, we look into the TTL field. The value that we retrieve is
simply the number of hops that the packet had the right to do before
reaching its destination. To calculate the number of hops, we need to
have an idea about its initial TTL value. According to [5] the initial
value can be 30, 32, 60, 64, 128 or 255, and it depends on the operating
system. And since the diameter on the Internet between two distant
terminals rarely exceeds 30 hops [6] we can say that the initial TTL
value is the smallest initial value that is superior to the received TTL.

Mukaddam et al [7] have enhanced this technique by adding a
new parameter: RTT (Round Trip Time) to the considerations of the
filter. This parameter give to the filter the possibility to make the
difference between some packets that have done the same number of
hops but different times of the round trip. Another enhancement of this
method was given by Wang et al [8] proposing to implement the filter
on the gateways. Maheshwari et al [9][10] underline the problem of
computing time because of the large amount of packets that the filter
can receive. To adjust this problem, they propose a technique called
DPHCF-RTT that will create collaboration between the gateways and
taking the different initial TTL values that may have been used into
consideration.

B. Confidence based filtering (CBF)

CBEF is a technique that helps to detect every deviation of the traffic
from its normal shape [11]. It is also an enhancement of the HCF
technique which considers different fields in the packet. CBF is based
on some correlation between these fields that can be noticed after a
period. This correlation builds a normal profile and the CBF filter tries
to detect every deviation from it.

Fig. 1 illustrates how the CBF filter works.
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Fig. 1. CBF filter working

Priyanka et al [12] propose an enhancement of this filter by adding
a new field in the packet header. This field will be called “confidence
value” and it will be filled by every gateway it passes by. This will
eventually give a modification into the IHL field. Mamtesh et al [13]
propose an enhancement where the CBF will work neighboring a HCF
filter.

C. Random port hopping (RPH)

RPH is a technique that permits to a server to change the port
number when communicating with a legitimate client. Firstly, this
technique was used to sidetrack spies. Lee et al [14] used this technique
to mitigate DoS and DDoS attacks.

To guess the port number on which the server will wait for a packet,
the client and the server must pre-share a key and divide time to slots.
In the beginning of every slot, the client has to calculate the port
number using an algorithm and the pre-shared key.
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Zhang et al [15] propose a solution to make the server able to
communicate with different clients in the same time. Lu et al [16]
supported this technique by studying the rate of success when detecting
attacks.

D. IP traceback

IP traceback is a technique that permits to track down spoofed
packets to determine their true origin. There are different ways to track
back a packet:

* Link testing: this method begins from the default gateway of
the attack target and tries to detect the previous hop one by one
recursively. This method consider that the attack remains active
until we find the originator;

* Logging: this method tries to log every packet that has passed
through a key gateway from the Internet. With this technique, the
attack may be detected even if the attacker had finished. But, we
have to consider the resources that will be consumed on the routers
just to log the packets;

» ICMP traceback: Every router will randomly take a packet from
20 000 one and send an ICMP message to the owner of the
destination IP address. This will help the destination to have an
idea about the route that a packet has taken before being received.

E. Mobile agent techniques

A mobile agent is a program which can move from a computer
to another autonomously and continue its execution. It brings some
advantages that make mobile agents suitable for building intrusion
detection systems like:

» Computation bundles:

» Parallel processing:

* Dynamic adaptation:

» Tolerant to network faults:
» Flexible maintenance:

Several works adopt mobile agents to face DoS and DDoS attacks.
Akyazi and Uyar proposed four methods; three of them use mobile
agents [17]. Each method use Snort like a sensor. The contribution
of the mobile agent platform is reducing bandwidth usage by moving
data analysis near to the source of the intrusion data. Zamani and al
[18] propose a mobile agent platform inspired from danger theory to
build an intrusion detection system resilient to DDoS attacks. This
system represents a model of immunization of distributed intrusion
detection system. Armoogum and mohamudally [19] underlined the
issues of most IP traceback solutions such as high false positives,
enormous storage requirements at routers and huge additional data in
network traffic. To mitigate these problems, a mobile agent platform
was proposed for real-time traceback of distributed attacks. Demir
and al [20] proposed an enhancement of this type of solutions by
demonstrating how a careful placement of agents can improve an
earlier DDoS detection.

IV. A MOBILE AGENT SYSTEM TO ENHANCE DoS anp DDoS
DETECTION IN CLOUD COMPUTING

Our mobile agent system begins by classifying virtual machines into
several sets. Each set of VMs will be monitored by a mobile agent.
Eventually, the number of VMs in a set affects the quality of the mobile
agent service. The mobile agent has to move from a virtual machine to
another following a priority metering capability. This capability helps
to define the order of VMs but can be broken if one of them is in a
critical situation. Thus, we placed sensors in every VM to keep eye on
the hardware usage. If a sensor detects an overtaking it sends an event

to the mobile agent. This latter will have to move to this VM and the
order will be reset [21].

A. VMs order

When the mobile agent of a set of VMs moves, it will choses the
next VM following the order of priority. Assuming a set having five
VMs (A, B, C, D and E) with priorities respecting that order. If the
mobile agent is currently working on B and receives an event from D
the mobile agent will move to B and the order will be like:

D>B->C->E->A

Thus, the mobile agent choses the next VM based on the time of
last visit.

B. Components of the mobile agent

The mobile agent must analysis a VM, decide if something wrong
in it, respond a proper reaction and be aware of some states of the other
VMs. To handle all of this, the mobile agent must contain the following
components:

» Listening module: this part of the mobile agent will receive the
sensors traps;

* Analyze module: this one studies information in the environment
logs to find suspicious data;

* Decision module: this one compares the suspicious data the attacks’
scenarios we have in our database to decide if it is an attack;

» Response module: this latter chose the best reaction to execute
automatically in order to limit damages.

C. Scenarios

Different scenarios that our mobile agent can handle:

*  Multiple VMs fall in critical condition simultaneously: when the
mobile agent is proceeding in VM which is in a critical condition
and receives another trap from another one, the mobile agent will
create another instance of it and send it to this latter VM. Every
agent clone must send the result of its work to the parent agent.

» A distributed attack that targets multiple VMs in deferent sets:
if there is a malicious data that can be part of coordinated attack
reaching VMs in different sets, the agent who suspects this must
send a trap to every mobile agent. These latters have to take this in
consideration.

V. CONCLUSION

In this paper, we presented valuable works on the detection of DoS
and DDoS. We noted the “HCF filter” and its generalization “the CBF
filter” that both try eliminate packets with spoofed IP addresses, the
RPH that try to divert the attacker, the IP traceback that tries to detect
the source of the attack and the mobile agent systems that try to give
another way to detect DoS and DDoS attacks in the Cloud. Then, we
introduced our mobile agent system and depicted its way to handle
things for different VMs. We are still working on the implementation
of our solution and studying other scenarios that the mobile agent can
run into.
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